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[bookmark: _Toc251589602][bookmark: _Toc251589667][bookmark: _Toc251589732][bookmark: _Toc251771274][bookmark: _Toc251771435][bookmark: _Toc242075986][bookmark: _Toc282941327]This User Guide describes the features that are available in the DECE Common File Format (CFF) Verifier tool (hereafter referred to as simply “the Verifier”) and how to use the Verifier to conduct testing.
This version of the Verifier validates file compliance against version 2.1 of the DECE specifications. 
[bookmark: _Toc422500345]Document Organization
This document is organized as follows:
	Section 1
	Document Summary – Introduces the organization of this document, and describes its notations and conventions.

	Section 2
	Introduction and Setup – Gives an overview of the installation process and the Verifier’s configuration file.

	Section 3
	Verifier Operation – Explains how to run a test and what kinds of things are tested.

	Section 4
	Examples – Shows various examples involving commands, output, etc.

	Section 5
	Error Types – Lists all error types seen in testing with the Verifier.

	Section 6
	Fragment Ordering – Explains how decode times are calculated and used to verify the ordering of fragments across tracks.

	Section 7
	Subtitle Timing and Frame Alignment – Explains how the Verifier checks for proper subtitle timing with respect to video frames.

	Appendix A
	Copyrights, Licenses, and Notices
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[bookmark: Ref_MediaSpec][Ref01] – Common File Format & Media Formats Specification, v2.1, February 2015
[bookmark: Ref_SystemSpec][Ref02] – System Specification, v2.1r2, April 2015 
[bookmark: Ref_VerifMatrix][Ref03] – Verifier Verification Matrix (a document distilled from [Ref01]), released as part of this document
[bookmark: _Toc422500347]Definitions
Most of the terms used in this document are defined in [Ref01], Section 1.6, and [Ref02], Section 1.4.
	error
	A violation of an explicit mandatory requirement, as defined in [Ref01], or in a specification referenced by [Ref01], with a SHALL statement. A file that generates one or more errors is not considered to be compliant.

	warning
	A violation of a SHOULD statement in [Ref01], or in a specification referenced by [Ref01]. The number of warnings encountered in a file does not affect its compliance status.
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The Verifier is a command-line executable program that can be run on any of the three major operating systems: Windows, MacOS, or Linux. It validates Digital CFF Container (DCC) files are conformant to [Ref01]. The Verifier is suitable for use in Content Provider production workflows. 
Key features of the Verifier include the ability to:
Parse CFF boxes
Extract “essence” streams such as audio, video, subtitles, and metadata
Decrypt encrypted content before demultiplexing, provided the decryption keys are available
Evaluate files within Digital Media Packages (DMPs), including the DMP file structure
Perform Hypothetical Reference Decoder (HRD) analysis on HEVC tracks
Note: The name of the Verifier program executable is DECEmate.exe. The configuration file is named decemate.config.
The Verifier is used to evaluate multi-track and single-track CFF files and CFF-TT (subtitle) files. It is also used to evaluate Digital Media Package (DMP) files. It cannot be used to evaluate compliance of individual files (other than subtitle files) that could be used to create a CFF file. For example, the Verifier cannot be used to validate an AVC video file.
The Verifier does not support the Portable-Definition (PD), Dolby Vision (DV), HDR10, or HDR12 profiles at this time.
[bookmark: _Toc422500349]Installation
Installation of the Verifier requires:
Copying the installation files to the test machine in the proper locations.
Ensuring that all settings in the configuration file are correct.
Placing the necessary schema and font files in the schemas directory. 
For a full description of the installation process, see the README file accompanying this software release. 
[bookmark: _Ref351754152][bookmark: _Toc422500350]Configuration File
The Verifier uses a configuration file to define settings that are specific to Verifier operation. The configuration file allows you to define:
The global verbosity level for test-run output, from “error” (showing only errors) to “info" (all messages plus additional information about structural elements within any ISO box in which an error is found).
The verbosity of output on a box level, overriding the global setting for that box and for its children.
Locations of input files, output files (demuxed files and reports), schemas, and font files.
Which types of media box data to extract, e.g., only video and audio, only subtitles, both, none. Controlled by # demux and # Subtitle validation. 
For encrypted files, either box-only verification or full verification of encrypted files by referencing key(s) and using the # demux option.
Output-message color – color-coded output on the command line, only functional on Macintosh and Linux machines (Windows users must run the Verifier under a terminal program such as Cygwin to see color output).
Note: The settings in the configuration file can be overridden by arguments in the command line (see Section 3.1.1).
[bookmark: _Toc422500351]Schemas
A set of CFF-TT-specific schemas has been created by DECE and is included in the Verifier’s schemas directory, together with the cff-tt-meta.xsd, md.xsd, mddece.xsd, manifest.xsd, cenc.xsd, xlink.xsd, and subtitle-analyzer-schema.xsd schemas.
Note: If you have versions of the W3C TTML and SMPTE-TT schemas that were acquired elsewhere, either remove them or move them to a location not pointed to by the Verifier configuration file’s schemaDirectory setting.
For validation of DMPs, you must acquire the schemas that accompany ST-2053 and place them in the schemas directory.
For validation of MPDs and their associated files, you must acquire the DASH-MPD.xsd schema and place it in the schemas directory. 
[bookmark: _Toc422500352]Font Files
Font files are included with the Verifier to allow validation of text subtitle size. These font files must be copied to a directory that will be accessible by the Verifier. Add a reference to the path to each of these files in the application's config file; for example:
sansregfont = C:\liberation-fonts\LiberationSans-Regular.ttf
sansboldfont = C:\liberation-fonts\LiberationSans-Bold.ttf
sansitalfont = C:\liberation-fonts\LiberationSans-Italic.ttf
sansbolditalfont = C:\liberation-fonts\LiberationSans-BoldItalic.ttf
monoregfont = C:\liberation-fonts\LiberationMono-Regular.ttf
monoboldfont = C:\liberation-fonts\LiberationMono-Bold.ttf
monoitalfont = C:\liberation-fonts\LiberationMono-Italic.ttf
monobolditalfont = C:\liberation-fonts\LiberationMono-BoldItalic.ttf
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[bookmark: _Toc422500354]Running a Test
The Verifier consists of an executable file titled “decemate”. Examples given in this document use "decemate" and "*.uvu" (multi-track file extension).
The basic command syntax is as follows:
	decemate <filename.ext>
where ext is the file extension.
The command can use one or more of the optional flags to modify the test:
	decemate <flags> <filename.ext>
This design allows the Verifier to be incorporated into scripts and used in automated fashion, and allows you to access files over the network. Thus, you can set up scripts to monitor hot folders using the Verifier's scriptable interface. 
Note: All arguments in the command line are case-sensitive. All arguments in the configuration file, on the other hand, are case-insensitive.
[bookmark: _Ref321477698][bookmark: _Toc422500355]Flags
Below is a listing of the optional flags that can be used to alter the test settings (e.g., override the default and config file settings) for a given test instance. 
Note: To display a listing of the available flags onscreen, enter “decemate” without including any arguments.
Flags that Affect Parsing
The following flags are for parsing the test files and are the most relevant to file validation. 
	Flag
	Description

	-x
	Demultiplex the tracks (audio and video; also used to perform subtitle validation on subtitle track files within a DMP). This is required for official CFF file verification.

	-u
	Analyze subtitle XML documents when they are present within a multi-track DCC. This is required for official CFF file verification of multi-track files. 

	-k KID:key
	Specify a decryption key ID and key value. This is required for official CFF file verification of encrypted files.
When multiple keys are used (e.g., for HD files where video and audio do not share a key), use multiple -k arguments in the command line.
Note: This Key ID and key value are hexadecimal values, not little-endian GUID strings.

	-t
	Include DTS audio bitrate warnings in onscreen information and in the test-run report file. 
Note: This flag has no effect (i.e., does not produce any additional output) unless -x is also used. 

	-e
	Input video HRD parameters to be used in order to perform buffer-model-based evaluation of video bitrate (if not present in the video elementary stream). The values to input are initial_cpb_removal_delay, initial_cpb_removal_delay_offset, and cbr_mode. The values for initial_cpb_removal_delay and initial_cpb_removal_delay_offset are in 90 kHz ticks. The cbr_mode flag should be 0 for false (i.e., video is variable bitrate) and 1 for constant bitrate video. Typical values would be 180000,0,0.
These values are only used if the Verifier does not find values in the video elementary stream.

	-j
	Analyze a DMP file. This is required for official CFF file verification of DMP files.

	-i
	A comma-separated list of the delivery targets for which the file was built. This is the 4-letter compatible_brand listed in the ftyp box. Example: -i=cfd3,cfd4

	-q
	Analyze a set of single-track files, starting with an MPD file. The filename given must correspond to the MPD file, which in turn references the individual track files or track fragment files.
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For example, you would typically want to include the -x flag in any CFF file test:
decemate -x CFFtestfile.uvu
If the file contains subtitles, you will also need to include the -u flag:
decemate –u -x CFFtestfile.uvu
And if the file has been encrypted, the -k flag as well. The -k option can be repeated as many times as there are keys used in the file:
decemate –u -x –k B818F470CF6311E095720800200C9A66:1234567890abcdef1234567890abcdef –k 1234F470CF6311E095720800200C9A66:ABCD567890abcdef1234567890abcdef CFFtestfile.uvu
Files contain video that do not define HRD values should be parsed with the -e option; otherwise, a warning is generated that the bitrate cannot be verified using the buffer model.
decemate –u -x -e 180000,0,0 –k B818F470CF6311E095720800200C9A66:1234567890abcdef1234567890abcdef CFFtestfile.uvu
Flags that Affect Terminal Output Only
These flags are for fine-tuning what is seen on screen at test run time. 
	Flag
	Description

	-l <level>
	Set command line message level for this instance only. Options are: error, warning, and info.

	-p
	Pretty color output (Will not work in a Windows command prompt)

	-b box1=level1,[box2=level2],…
	Set command line box output levels. Multiple boxes can be listed in a comma-separated list with no spaces, e.g., 
-b ftyp=warning,avcn=info

	-z
	Enable debug output

	-v
	Verbose error output – lists all error data at the command line rather than just showing a count. By default, if three instances of the [trun].12 error are found (for example), only the first is listed in full detail on the command line, with a message that three instances were found. If the -v option is used, then all three messages are listed in full detail.


[bookmark: _Toc422500396]Table 3‑2 – Flags to Alter Screen Output
Flags that Point to Directories or Files to Be Used
These flags are for specifying various file locations, or to override what is specified in the config file. 
	Flag
	Description

	-c <config file>
	Configuration file path (if an alternate config file is to be used)

	-n
	Do not use config file

	-o <directory>
	Output directory path

	-s <directory>
	Source file path

	-m <directory>
	Schema directory

	-h md=<filename1>,mddece=<filename2>
	Schema filename assignment for md and mddece schemas (default values are md.xsd and mddece.xsd respectively)

	-f <filename>
	Video details file to be used when performing analysis of a single-track subtitle file (e.g., .uvt file). This is required to validate parameters such as video window size and frame rate.


[bookmark: _Toc422500397]Table 3‑3 – Flags to Set Directory and File Locations
Flags for DRM State
As part of its analysis, the Verifier performs certain checks related to Digital Rights Management (DRM) status of multi-track DECE CFF files. By default the Verifier does the following:
1. If DRM-specific boxes (see note below) are present:
a. Check the DRM-specific boxes for properly formatted content.
b. Check the ‘bloc’ box’s Base Location to see if it is non-empty.
c. Check that the sum of ‘free’ box and all DRM-specific boxes is at least 300 KB.
2. Else, if no DRM-specific boxes are present, check only that the ‘free’ box is at least 300 KB.
3. If the ‘bloc’ box’s Base Location was determined above to be non-empty, check that its contents are properly formatted.
4. Check the ‘bloc’ Base Purl Location to see if it is non-empty; if it is:
a. Check that its content is properly formatted.
b. Check again that the ‘bloc’ box’s Base Location is non-empty.
Note: The DRM-specific boxes referred to above are ‘pssh’ boxes (see [Ref01] for full description). 
If needed, more specific DRM information can be obtained by using one or more of the flags described in the table below. When any of these flags is used, the above analysis is bypassed. 
	Flag
	Description

	-d o 
or 
-d original
	Use for files directly from Content Providers (i.e., ODCCs). 
Check that all of the following are TRUE: 
· that the ‘bloc’ box’s Base Location is empty.
· that DRM-specific boxes are absent.
· that the ‘free’ box is at least 300 KB. 

	-d f 
or 
-d fulfillmentready
	Use for files that have been prepared for download, or downloaded but not yet licensed.
Check the DCC’s Fulfillment readiness; i.e., that all of the following are TRUE: 
· that ‘bloc’ box’s Base Location contains properly formatted content.
· that ‘bloc’ box’s Purchase URL is optionally set and properly formatted.
· that DRM-specific boxes are absent.
· that ‘free’ box is at least 300 KB.

	-d l 
or 
-d licensed
	Use for licensed files from Devices capable of outbound file transfer.
Check the DCC’s Licensing; i.e., that all of the following are TRUE: 
· that ‘bloc’ box’s Base Location contains properly formatted content.
· that ‘bloc’ box’s Purchase URL is optionally set and properly formatted.
· that DRM-specific boxes are present.
· that the sum of ‘free’ box and all DRM-specific boxes is at least 300 KB.


[bookmark: _Toc422500398]Table 3‑4 – Flags to Check DCC State
Flag that Affects Reported Key Details
The “print keys” flag is used to specify whether key values are listed in the command-line output and in the VerifierReport.xml output file. 
The default behavior of the Verifier is to suppress key values in the output, as shown in this example:
  Decryption Keys (KID:key)
    12340203050607080A0B0C0D0F101112:**redacted**
    1234FF98765432100123456789ABCDEF:**redacted**
If the “print keys” flag is set, the key values are included in both the command-line output and the VerifierReport.xml, as shown in this example:
  Decryption Keys (KID:key)
    12340203050607080A0B0C0D0F101112:DECAFBAD765432100123456789ABCDEF
    1234FF98765432100123456789ABCDEF:1234BA5EBA7707080A0B0C0D0F101112
	Flag
	Description

	-y
	Print keys in output


[bookmark: _Toc422500399]Table 3‑5 – Flag to Set Key Detail Output
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The following flags provide special output that does not involve parsing a CFF file.
	Flag
	Description

	-a <filename>
	Read a Verifier report file specified by filename and check its signature to ensure the file was not modified since it was created. Report whether the signature check passed or failed for the file, and list the Verifier version and build number.
Note: This flag supersedes all other flags except -r (that is, if -a is supplied, any flag other than -r is ignored).

	-r
	Display application's release version 
Note: This flag supersedes all other flags (that is, if -r is supplied, all other flags are ignored).

	-w <filename>
	Run the application in Subtitle Analyzer mode, using parameters specified in the XML within filename. Allows CFF-TT files to be validated before being multiplexed into CFF files. See section 3.6 for details on this mode.


[bookmark: _Toc422500400]Table 3‑6 – Special Function Flags
[bookmark: _Toc422500356]File Evaluation
A full listing of the verification criteria is found in [Ref03]. Thus, the latest version of [Ref03] should accompany this User Guide. 
IMPORTANT: Official CFF file verifications are to be run using, at a minimum, the -x flag in the command, the -u flag as well if the file is a multi-track file that contains subtitles, and the -k flag with accompanying keys if the file is encrypted.
Once a command is run, the results appear instantly (see Section 3.4 for specific information on output).
If a file is found to be in violation of a specification, the Verifier cites the document and section number violated. For example, an ‘mfhd’ (Movie Fragment Header) violation references ISO/IEC 14496‐12 (referenced by [Ref01]), section 8.8.5.
In addition to analyzing the CFF boxes, the Verifier analyzes the constituent media files for CFF conformance (e.g., checks video for correct flags). It is important to note that in most cases the Verifier does not perform a complete analysis of constituent files against all applicable specifications; it only analyzes those parts of the streams that are relevant to the CFF specification. The exception to this is subtitles, which are fully analyzed due to the lack of other tools to verify subtitles.
Also note that, generally speaking, the data files extracted from the file’s tracks are not playable. For example, an extracted video track is not a valid H.264 or H.265 file. This is because header information is not present in the track (as it is moved into the CFF file boxes). The Verifier does not reconstruct these headers. The only data that will be playable upon extraction is AC-3 audio. Subtitles are extracted exactly as they are found in the file, including any XML comments in the CFF-TT and any images referenced in the subtitle track.
[bookmark: _Toc321479159][bookmark: _Toc422500357]Box Evaluation
The Verifier performs validation of box presence, box ordering, and box and field size. If a box is found that is not expected, but is not explicitly disallowed in that location by CFF or by the ISO specification, a warning is generated.
[bookmark: _Toc422500358]Data Evaluation
Validation of A/V data (in accordance with CFF specifications only) is performed by the Verifier. In other words, the Verifier will not ensure that a video stream is fully AVC- or HEVC-compliant, but rather that a stream meets the constraints placed on it by the CFF specification. The Verifier does perform validation of HEVC tracks against the HEVC HRD and will produce errors if violations such as buffer overflows or underflows are found.
The Verifier does perform full validation of subtitle data when the -u option is used.
In addition, the Verifier makes sure that the minimum requirements for a delivery target are met (e.g., multi-track file contains at least one AAC stereo track).
Finally, the Verifier determines whether the data given in the boxes for the streams in the CFF file actually match that found in the streams. For example, if the profile is defined as standard definition in the CFF file data, the video must be one of the formats allowed in standard definition files. Many metadata fields are also compared to file contents to ensure consistency.
[bookmark: _Toc422500359]Standard Output
Standard (command-line) output is filtered by error level as defined in the configuration file (or command-line option). The output can be formatted in color (e.g., error=red, information=green) for all operating systems other than Windows (on Windows, use a tool such as Cygwin’s RXVT or a Cygwin shell to see the output in color).
Each line in the output is prefixed with the error level, e.g.,
[ERROR] error text
[WARNING] warning text
[INFO] informational text
[bookmark: _Toc355699255][bookmark: _Toc355769269][bookmark: _Toc355769315][bookmark: _Toc355769363][bookmark: _Ref321480859][bookmark: _Toc422500360]File Output
The Verifier’s output is a human-readable report that includes a summary showing the total number of errors and warnings found. The Verifier executable also returns a value to indicate whether the evaluated file passed or failed. A value of zero (0) indicates success; all other values indicate failure.
The output directory includes a box map, an XML box map, any demuxed track file data, and a directory of subtitles extracted from the CFF file (if any). Multi-track files also include the required metadata extracted from the file.
The output directory for DMP files includes an MPReport, extracted TableOfContents XML file, and a subfolder for each track and presentation analyzed. Track subfolders contain a VerifierReport, a box map, an XML box map, a demuxed track file if the demux option was selected, and additional files specific to the track type (subtitle data for subtitle tracks, cpb data for HEVC tracks, etc.). Presentation subfolders include the MetadataMovie XML file and the Presentation XML file, and any other XML files found in the Presentation folder within the DMP. Additional files may be present that are specific to the ecosystem(s) for which the file was prepared.
[bookmark: _Toc422500361]Text Box Map
The Box Map text file is a list of every box in the file, indented based on its parentage, with file offset values. This text file makes it easy to see the layout of the boxes within the file. However, it does not include the specifics of the box’s contents (other than other boxes). Each box entry in the text box map indicates whether there are possible issues within the box. Boxes with warnings are prefixed with “W”, boxes with errors are prefixed with “E”, and unknown boxes (e.g., boxes that are not expected by the Verifier in that position) are prefixed with “?”.
[bookmark: _Toc422500362]XML Box Map
The XML Box Map is similar to the text box map, but is much more detailed. Each box is shown as an element, with attributes set describing the contents of the box (e.g., ‘size’, ‘type’, ‘num_elements’ — anything described in the spec for that box). 
[bookmark: _Toc320794275][bookmark: _Toc422500363]VerifierReport.xml
The Verifier also provides a summary report in XML. The XML output allows you to write viewers/formatters to handle the output with an external application. For example, you could write an XSLT transform that would turn the XML into HTML.
The report’s filename includes the name of the input file. For example, a Verifier Report for a file named Foo_HD_5.1.uvu would be VerifierReport_Foo_HD_5.1.xml.
Major elements of the report are:
Header — Includes top-level CFFVerifierReport element with attributes indicating report date, name of source file, and SHA1 hash of source file. Below that are the Verifier executable version and build number. The last part of the header is the Compliant element, which summarizes file compliance with a YES (no errors found) or NO (at least one error found). Note that warnings do not affect the compliance summary.
Configuration options summary — Configuration options used in generating the current report, as set by the config file (see section 2.1.1) and the command line (see section 3.1.1)
APID — Asset Physical Identifier of the file, read from the file’s Asset Information (‘ainf’) or asset ID from the file’s Content Information (‘coin’) box
Profile — File profile_version , read from the file’s Asset Information (‘ainf’) or profile-level-idc from the file’s Content Information (‘coin’) box
Metadata Content ID [DMP only] — Identifier found in the Content ID field in the MetadataMovie XML file 
BaseLocation — Base Location as set in the track file. This is typically blank.
Tracks — List of video, audio, and subtitle tracks found in the file, and additional details about the content within the track such as video frame size and the number of audio channels. Note that for single-track files, and files within a DMP, this list is empty.
Schemas — List of all schemas loaded by the Verifier before analyzing the current file. Includes all schemas found in the location specified by the -m (schema directory) option. Includes SHA1 hash of each schema to help confirm schema file validity.
Error and warning counts — Number of errors and warnings found in the file
Error and warning summaries — List of all error and warning codes and the number of times each was found in the file
Messages — Verbose output of all errors and warnings found in the file. Includes for each the error code, byte offset (in decimal and hex) within the file at which the error/warning was found, section number and name of specification in which the applicable requirement can be found, issue description, location of demuxed track file (if applicable), and issue details. Includes the name of the file in which the issue was found. Note: The offset values given for subtitle messages reference the line number in the TTML file rather than the byte offset.
Signature — Information on the signature calculated for the XML report file when the report was originally generated. Note that any change to the report file, including a “pretty print,” will cause a mismatch between the value in the SignatureValue element and a newly calculated signature for the file. Note: The KeyName element within the Signature element should indicate “production key”; if it doesn’t, the Verifier executable was not created with a proper signing key.
[bookmark: _Toc345674261][bookmark: _Toc346287239][bookmark: _Toc345674262][bookmark: _Toc346287240][bookmark: _Toc345674263][bookmark: _Toc346287241][bookmark: _Toc345674264][bookmark: _Toc346287242][bookmark: _Toc345674265][bookmark: _Toc346287243][bookmark: _Toc422500364]MPReport.xml
When DMP files are analyzed, the Verifier first parses the TableOfContents file, then analyzes the set of track files referenced by each Presentation. An overview MPReport is created for the DMP, then sub-reports are created for each track analyzed.
The Verifier provides a summary report for the entire package in XML. As for the summary report for single- and multi-track files, this output allows you to write viewers/formatters to handle the output with an external application. 
The report’s filename includes the name of the input file. For example, a Verifier Report for a file named Foo_HD_5.1.dmp would be MPReport_Foo_HD_5.1.xml.
Major elements of the report are:
Header — Includes top-level MPReport element with attributes indicating report date and the name of source file. Below that are the Verifier executable version and build number. 
Configuration options summary — Configuration options used in generating the current report, as set by the config file (see section 2.1.1) and the command line (see section 3.1.1)
ZipContainerInfo — A list of offsets, sizes, and names for each file found within the ZIP container.
Schemas — List of all schemas loaded by the Verifier before analyzing the current file. Includes all schemas found in the location specified by the -m (schema directory) option. Includes SHA1 hash of each schema to help confirm schema file validity.
Presentation elements — For the “TopLevel” and for each Presentation in the DMP, the file name, error and warning counts, error and warning summaries, and error and warning messages for the XML file associated with the Top Level (root) of the DMP (TableOfContents XML) or Presentation (MetadataMovie XML).
Media elements — For each track file analyzed in the DMP, the file name, error and warning counts, and error and warning summaries, as described in the VerifierReport for multi-track files. The messages for these files can be found in the VerifierReport generated in the track’s sub-folder.
[bookmark: _Toc422500365]MPDReport.xml
When MPD (streaming) files are analyzed, the Verifier an overview MPDReport is created for the set of streaming files in a similar manner to that generated for a media package, and sub-reports are created for each segment file analyzed.
[bookmark: _Toc422500366]Required and Optional Metadata
The Verifier always extracts the required metadata found in a multi-track file (e.g., Title, Publisher, and Track References) to a RequiredMetadata.xml file, regardless of the options chosen in either the config file or command line. Any optional metadata found is extracted to a file named "OptionalMetadata.xml". The Verifier also extracts the images referenced in the Required Metadata into a folder named "metadata/Required", and in Optional Metadata to "metadata/Optional". Note that the image extraction is only performed on locally-available files; the Verifier does not resolve URLs and download externally-referenced files.
[bookmark: _Toc422500367]Data Extraction and Analysis
[bookmark: _Toc422500368]Video and Audio Elementary Streams
The Verifier has the ability to demultiplex elementary stream data. Note that this is simply the concatenated track data, not necessarily a valid stream that can be played (for example, AVC headers are not reconstructed using box data).
Track data extraction is set to “off” by default to avoid creating large files when they are not needed. It can be turned on either in the config file or by using the -x option on the command line. Additional validation of track data is performed when the -x option is used.
Data extracted from the file will be written to a directory defined in the config file.
An example of an output directory is shown in Figure 1. 
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[bookmark: _Ref320523699][bookmark: _Toc422500406]Figure 1: Sample Output Directory with Extracted Track Data
HEVC streams are analyzed to validate their conformance to the HRD model. Files containing HEVC tracks will include additional files in their output directories:
cpb_decoding_series: shows the size of each access unit, in decode order. This can be used to see the GOP structure of the video, including relative sizing of frame types (I, P, B) and random access spacing, and determine whether specific access units are causing issues. An example is shown in Figure 3.
cpb_time_series: shows the fullness of the CPB over time. This can be used to see where buffer overflow and underflow violations occur, as every overflow/underflow error will match up with the CVP size line crossing the maximum or minimum CPB size line. An example is shown in Figure 4.
cpb_rates.csv: contains the max CPB size, CPB size, and bitrate data. The CPB size and bitrate are extracted from the file's HRD parameters that were written when the file was encoded. The CPB maximum size is the maximum size allowed by the profile/tier/level of the video. This data is used by the cpb_time_series plot.
An example output directory is shown in Figure 2.
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[bookmark: _Ref409602217][bookmark: _Toc422500407]Figure 2: Sample HEVC Output Directory
The .plt files are gnuplot files. Gnuplot is a commonly-used open source plotting tool. To view these graphs, install gnuplot (available at SourceForge, details can be found on the gnuplot home page at www.gnuplot.info) and open the .plt files. Please refer to the gnuplot documentation for details on how to view and manipulate these files. 
Examples of these plots are shown in Figure 3 and Figure 4. Figure 3 shows a violation of the maximum CPB size. Figure 4 shows the large I-frames that are likely causing the issue.
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[bookmark: _Ref409602102][bookmark: _Toc422500408]Figure 3: CPB Time Series Plot

[image: ]
[bookmark: _Ref409602108][bookmark: _Toc422500409]Figure 4: CPB Decoding Series Plot
[bookmark: _Toc422500369]Subtitles
The CFF-TT that defines subtitles can be extracted from a CFF file and analyzed against the requirements and schemas using the -u option at the command line, or by specifying subtitle demux in the config file. The subtitles are placed in a “subtitles” folder below the main output folder.
If the subtitle track contains images, each image in the associated track fragment is extracted to a Portable Network Graphics (PNG) file. Image names include the track fragment number and the image index number within the track. For example, the third image in the first fragment of the fifth track would be named track5-frag0-sample1-subs3.png. 
[image: ]
[bookmark: _Toc422500410]Figure 5: Sample Subtitle Directory with Extracted Images for Track 5
[bookmark: _Ref358304793][bookmark: _Toc422500370]Subtitle Analyzer Mode
When run in Subtitle Analyzer mode, the Verifier validates CFF-TT files prior to multiplexing the files into a CFF file. The files can be fragmented or not fragmented prior to validation; pre-fragmented files will be easier to validate as there will be fewer input files. To execute the Verifier in Subtitle Analyzer mode, use the -w command line option.
The same config file is used to determine the schema directory, stream directory, and output directory. Other parameters in the config file will be parsed but ignored.
To validate subtitles, the Verifier requires that information that is normally contained within CFF boxes such as the ‘tkhd’ box or in the RequiredMetadata be supplied using an input .xml file. This file also provides the path to the CFF-TT files to be evaluated (including any image files).
An example of an input file for an HD track using images is shown below:
<?xml version="1.0" encoding="utf-8"?>
<MetadataSubtitleAnalyzer xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="file:///C:/vencoders/subValid/subtitle-analyzer-schema.xsd">
  <MediaProfile>HD</MediaProfile>
  <TrackMetadata>
    <Track>
      <FileName>SubtitleAnalyzerFiles/trk4Img/SubtitleFile.ttml</FileName>
      <TrackReference>2</TrackReference>
      <Format>Image</Format>
      <TickRate>24000</TickRate>
      <VideoWidth>1920</VideoWidth>
      <VideoHeight>1080</VideoHeight>
      <VideoTimescale>48000</VideoTimescale>
      <VideoNumUnitsInTick>1001</VideoNumUnitsInTick>
      <Image>
        <RootName>SubtitleAnalyzerFiles/trk4img/subs.png</RootName>
        <StartIndex>9</StartIndex>
        <NumDigits>4</NumDigits>
      </Image>
      <DocumentDuration>636000</DocumentDuration>
    </Track>
  </TrackMetadata>
</MetadataSubtitleAnalyzer>
An example of an input file for a text track that can be used for either SD or HD Media Profiles is shown below:
<?xml version="1.0" encoding="utf-8"?>
<MetadataSubtitleAnalyzer xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="file:///C:\schemas\subtitle-analyzer-schema.xsd">
  <MediaProfile>ANY</MediaProfile>
  <TrackMetadata>
    <Track>
      <FileName>ApercentageTextFile.ttml</FileName>
      <TrackReference>1</TrackReference>
      <Format>Text</Format>
      <TickRate>24000</TickRate>
      <VideoTimescale>48000</VideoTimescale>
      <VideoNumUnitsInTick>1001</VideoNumUnitsInTick>
      <DocumentDuration>140000000</DocumentDuration>
    </Track>
  </TrackMetadata>
</MetadataSubtitleAnalyzer>
The subtitle-analyzer-schema.xsd file describes the required format of this file. This schema file is expected to be in the configured schema directory alongside md.xsd and mddece.xsd.
The report output file is Subtitle_Report_infileName.xml and has a format very similar to the VerifierReport.xml file that is output by the Verifier in its normal operational mode.
The following table describes the items in the input file. The schema is also annotated to provide some of this information.
	Element
	Description

	MetadataSubtitleAnalyzer
	Root node

	MediaProfile
	Target media profile for the subtitle files listed in the input file, either “SD”, “HD”, or "ANY". See the discussion below on which values to use for this field.  

	TrackMetadata
	Node containing data about each track.

	Track
	Indicates beginning of information for a specific track.

	FileName
	Input CFF-TT file for this track. Typically a “.ttml” extension is used, but any file extension is valid. The file names must be relative to the stream directory defined in theconfig file. To have the Verifier always use the directory from which the Verifier is run, set theconfig stream_directory as follows:
stream_directory = .

	TrackReference
	Track ID, which is the value found in tkhd.trackId. Note that this does not need to match the track ID within the CFF file in which the document will eventually reside. Rather, it is used for error message output and should be a unique value within the input file.

	Format
	Format of document, either ‘Text’ or ‘Image’.

	TickRate
	Tick rate of the subtitle track (e.g., 24000).

	VideoWidth
	Width of the video, which is the value found in tkhd.width. Only required for subtitles using pixel-based measurements.

	VideoHeight
	Height of the video, which is the value found in tkhd.height. Only required for subtitles using pixel-based measurements.

	VideoTimescale
	Timescale of the target video, which is normally extracted from the video elementary stream (2*tickRate).

	VideoNumUnitsInTick
	Number of units per tick, which is normally extracted from the video elementary stream.

	Image
	Start of information for any images associated with the subtitle document. Ignored for text tracks.

	RootName
	Base name for all image files associated with subtitle document. 
In the example above, the RootName
SubtitleAnalyzerFiles/trk4img/subs.png
would correspond to image files in the SubtitleAnalyzerFiles/trk4img folder, with file names such as:
subs0001.png
subs0002.png
subs0003.png
...
subs0010.png
Filenames are expected to be numbered sequentially, starting with 1. 

	StartIndex
	Number at which image filenames begin. This is typically used for the second and subsequent fragments of pre-fragmented files. The default value is 1.

	NumDigits
	Used to specify a fixed number of digits in image file names. In the example above, the value for this would be 4 to indicate that the image numbers are padded to four digits (0001, 0002, etc.). For non-padded filenames (e.g., sub1, sub2, ... sub10) omit this element, or set the value to zero (0).

	DocumentDuration
	Duration of this subtitle document, in ticks.


[bookmark: _Toc422500401]Table 3‑7 – Subtitle Analyzer Mode Input File Parameters
[bookmark: _Ref382398260][bookmark: _Toc422500371]Media Profiles
Files that use any "px" measurements should be tested using the Media Profile that the subtitle corresponds to (either SD or HD). 
Files that use only relative length values (e.g., percentages or em) can be evaluated using the "ANY" profile. For text subtitle tracks, the Verifier will evaluate the file using both the SD and HD rendering rates, and will generate errors and warnings for both. For image subtitle tracks using "ANY", the Verifier requires that VideoWidth and VideoHeight be entered in order to properly evaluate image sizes and placement relative to the intended video track. The Verifier then uses these values to determine whether to evaluate the track using the HD or SD rendering rate.
[bookmark: _Toc422500372]Restrictions and Caveats
All .xml, .ttml, and .png file references must be relative to the stream directory defined inthe config file.
Error messages may still refer to boxes, e.g., invalid width will reference the ‘tkhd’ box, even though the actual data comes from the input file. 
Any number of subtitle documents can be evaluated from any given input file, but if using a MediaProfile other than "ANY", all documents within one input file must be the same media profile (SD or HD).
[bookmark: _Toc422500373]Items Not Validated
The following items are not validated when using the Verifier in Subtitle Analyzer mode:
· All box-related items. For example, the Verifier cannot validate that namespace information is consistent with data in the ‘stpp’ box.
· All required metadata items. For example, the Verifier cannot validate that language and image references are consistent with required metadata.
· Subtitle document duration relationship to other tracks. 
[bookmark: _Toc422500374]Single-Track File Mode
When presented with a file containing a single track (e.g., .uvv, .uva, or .uvt files), the Verifier automatically uses single track file analysis mode. The evaluation is based on the file extension, so if a .uvv file is presented to the Verifier, it is evaluated as a single-track video file.
The sameconfig file and command-line options are used in this mode. For example, when validating video track files, use the "-x" option to demultiplex the video data.
[bookmark: _Toc422500375]Video and Audio Track Files
Parsing and analysis of individual track files for audio and video are performed as for multi-track CFF files, and does not require any additional setup or information.
[bookmark: _Toc422500376]Subtitle Track Files
To validate subtitles, the Verifier requires that information that is normally contained within the video track be supplied using an input .xml file. This is similar to the file used for Subtitle Analyzer Mode described in Section 3.6.
An example of an input file for an HD subtitle track is shown below:
<?xml version="1.0" encoding="utf-8"?>
<MetadataSubtitleAnalyzer xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="file:///C:\vencoders\dece_cff\elementarystreams\subtitles\schemas\video-details-schema.xsd">
	<MediaProfile>HD</MediaProfile>
	<TrackMetadata>
		<Track>
			<Format>Text</Format>
			<TickRate>24000</TickRate>
			<VideoWidth>1920</VideoWidth>
			<VideoHeight>1080</VideoHeight>
			<VideoTimescale>48000</VideoTimescale>
			<VideoNumUnitsInTick>1001</VideoNumUnitsInTick>
			<DocumentDuration>140000000</DocumentDuration>
		</Track>
	</TrackMetadata>
</MetadataSubtitleAnalyzer>
The video-details-schema.xsd file describes the required format of this file. This schema file is expected to be in the configured schema directory alongside md.xsd and mddece.xsd.
The report output of this Verifier mode is the same as the Verifier output in its normal operational mode.
The following table describes the items in the input file. The schema is also annotated to provide some of this information.
	Element
	Description

	MetadataSubtitleAnalyzer
	Root node

	MediaProfile
	Target media profile for the subtitle files listed in the input file, either “SD”, “HD”, or "ANY". See the discussion in Section 3.6.1 on which values to use for this field.  

	TrackMetadata
	Node containing data about each track.

	Track
	Indicates beginning of information for a specific track.

	Format
	Format of document, either ‘Text’ or ‘Image’.

	TickRate
	Tick rate of the subtitle track (e.g., 24000).

	VideoWidth
	Width of the video, which is the value found in tkhd.width. Only required for subtitles using pixel-based measurements.

	VideoHeight
	Height of the video, which is the value found in tkhd.height. Only required for subtitles using pixel-based measurements.

	VideoTimescale
	Timescale of the target video, which is normally extracted from the video elementary stream (2*tickRate).

	VideoNumUnitsInTick
	Number of units per tick, which is normally extracted from the video elementary stream.

	DocumentDuration
	Duration of this subtitle document, in ticks. This element is optional.


[bookmark: _Toc422500402]Table 3‑8 – Single Track Mode Input File Parameters

[bookmark: _Toc422500377]Error Messages
Errors are displayed onscreen with the error type shown within brackets followed by .<integer> to indicate the specific error number within the type: [ErrorType].NN. The error number is an internal reference to the spec, section, and error message thrown. The information following the error: spec, section, and additional info, typically provide the most valuable information in diagnosing the specific problem. The example below shows this in a clear fashion and indicates the specification and section that are out of conformance.
Note: A full listing of error message types and their descriptions is found in Section 5, Error Types.
This is the (abbreviated) screen output generated when a test file, test_001.uvu, is run:
C:\cff_testing>decemate -x -u test_001.uvu
Reading configuration file

Analyzing stream "test_001.uvu"
.
.
Parsing complete.
Demultiplexing track 1 to "C:\cff_testing\output\track-1-avc1.dat"...
Demultiplexing track 2 to "C:\cff_testing\output\track-2-mp4a.dat"...
Demultiplexing track 3 to "C:\cff_testing\output\track-3-mp4a.dat"...
Validating required metadata...
Found 3 instances of error:
Error: fragment duration exceeds maximum
  file offset: 965555 (0xebbb3)
  Error: [trun].12
  spec: CFF Media Format v1.0.6
  section: A.4, A.5, B.4, B.5, C.4, C.5
  additional info: found 4.170833 seconds, expected no more than 3.003000 seconds for 'vide' track
See box_map.xml for individual errors / warnings, or run with the -v option to see all errors / warnings.
.
.
Analysis complete. Found 3 errors and 0 warnings.
Error information is shown in red. This test run found 3 instances of an error parsing the AVC elementary stream. The specification, section, and requirement are indicated. And additional info shows more precisely the problem found. 
The file offset values provided for errors and warnings related to demuxed streams (video, audio, and subtitles) refer to the offset within the demuxed track data, not the input CFF file. For example, in a message such as this:
Found 1 instance of error:
Error: CFF-TT Hypothetical Render Model violation: unable to paint subtitle events before display time
  file offset: 57 (0x39)
  Error: [SUBT].39
  spec: CFF Media Format v1.0.6
  section: 6.6
  additional info: File: C:\output\2013-03-14-144551-test_002\subtitles\track6-frag0-sample1-subs0.xml
  Interval starting at 00:00:00:12, ending at 00:00:00:16
  Content requires  0.09 seconds to render but only  0.08 seconds are available
The offset of 57 (0x39) refers to the offset within C:\output\2013-03-14-144551-test_002\subtitles\track6-frag0-sample1-subs0.xml, not within test_002.uvu.
Note: In the event that a test run generates a large amount of errors, the problem may lie with some of the CFF file’s data being inconsistent with the box type in which it is placed. For instance, if an encrypted track is inadvertently placed in a box not meant for encrypted data, dozens of error messages may appear. So, if an unexpectedly high volume of error messages is encountered, a good first step in analyzing the issue is to check the basic structure of the CFF file, including box types used. In addition, a large number of errors may be generated if the incorrect key value is used with a key ID that is found within a file.
[bookmark: _Ref306016246][bookmark: _Toc422500378]Examples
This section shows examples of how tests can be modified using the config file or the flags at the command line.
To see only errors in the command-line output, update the config file (in the current directory, or a file specified by the -c argument) to have: 
message_level = error
That will set the global message level to errors only. 
You can also override the config file setting by putting '-l error' on the command line. 
To show only error-level messages for the ‘trun’ box, regardless of the global message level setting, add this to the command line:
-b trun=error
Since errors will always print out, what the above statement will actually do is limit the output of ‘trun’ boxes to only errors, meaning no warning messages will be output for those boxes. The box_message_level (or -b) is used mostly for:
Disabling warnings when the default message_level is warning or higher
Enabling verbose output for particular boxes. For example, to show everything related to ‘moof’ boxes, use box_message_level moof=info.
’info’' prints out the properties of a box (the values of the elements of the structure as defined in the specs) rather than actual info messages.
Every box that produces an error will print out the box’s properties along with the error, regardless of the settings.
To alter the subdirectory creation (YYYY-MM-DD-######-filename) to use a specific single directory, use: 
Skip_subdirectory = yes
This will cause the output to overwrite the output of previous files written to that location.
[bookmark: _Toc422500379]Command Examples
To display warnings and errors for everything but ‘trun’ boxes, which won’t display any warnings (only errors), use:
	message_level = warning
	box_message_level trun=error
To display errors for everything, warnings for ‘xml’ boxes and all values for ‘iloc’ boxes, use:
	message_level = error
	box_message_level xml=warning, iloc=info

[bookmark: _Toc422500380]Output Examples
This section shows examples of warning/error output:
Error: The profile_version field SHALL be set to a value of s007 or h007
  file offset: 1200 (0x4b0)
  Error: [ainf].1
  spec: CFF Media Format v1.0.6
  section: B.1.2, C.1.2
  additional info: Profile version: "sdv1"

  moov.ainf.offset ==> 1200
  moov.ainf.size ==> 53
  moov.ainf.type ==> ainf
  moov.ainf.version ==> 0
  moov.ainf.flags ==> 00 00 00
  moov.ainf.profile_version ==> sdv1
  moov.ainf.APID ==> urn:dece:apid:org:foo:00000000:1 
...
Note that the property names show the box parentage.
Those properties would also show up in the XML, but without the parent/dot notation (since the lineage will be apparent from the XML node structure).
[bookmark: _Toc422500381]Sample box_map.txt
The first few entries in a box_map text file are shown below.
Boxes contained within "filename.uvu"
Boxes with warnings prefixed with W
Boxes with errors prefixed with E
Unknown boxes prefixed with ?

                0: [ftyp] - 20 bytes
               20: [pdin] - 28 bytes
               48: [bloc] - 1036 bytes
             1084: [moov] - 365151 bytes
             1092: [mvhd] - 120 bytes
[bookmark: _Toc422500382]Sample box_map.xml
The first few entries in a box_map XML file are shown below. Note that the XML version of the box map parses many of the box fields.
<cff filename="filename.uvu">
  <box offset="0"
            size="20"
            type="ftyp"
            major_brand="ccff"
            minor_version="0"
            num_compatible_brands="1"
            >
    <list name="brands">
      <item name="brand[0]" value="iso6"/>
    </list>
  </box>
  <box offset="20"
            size="28"
            type="pdin"
            version="0"
            flags="00 00 00"
            rate0="1000000"
            initial_delay0="6"
            rate1="2000000"
            initial_delay1="3"/>
  <box offset="48"
            size="1036"
            type="bloc"
            version="0"
            flags="00 00 00"
            base_location=""
            purchase_location=""/>
  <box offset="1084"
            size="365151"
            type="moov"
            mvhd_count="1"
            ainf_count="1"
            iods_count="0"
            meta_count="1"
            trak_count="4"
            audio_trak_count="3"
            video_trak_count="1"
            mvex_count="1"
            free_count="1"
            pssh_count="0">
  <box offset="1092"
            size="120"
            type="mvhd"
            version="1"
            flags="00 00 00"
            create_time="Wed Feb 08 19:18:54 2012"
            modification_time="Wed Feb 08 19:18:54 2012"
            timescale="30000"
            duration="481920"
            rate="65536"
            volume="256"
            reserved1="0"
            reserved2_0="0"
            reserved2_1="0"
            matrix_0="65536"
            matrix_1="0"
            matrix_2="0"
            matrix_3="0"
            matrix_4="65536"
            matrix_5="0"
            matrix_6="0"
            matrix_7="0"
            matrix_8="1073741824"
            predefined_0="0"
            predefined_1="0"
            predefined_2="0"
            predefined_3="0"
            predefined_4="0"
            predefined_5="0"
            next_track_ID="5"/>
[bookmark: _Toc422500383]Sample VerifierReport.xml
An example of a VerifierReport.xml file is shown below. This report lists all warnings and errors, regardless of the filter level selected.
<?xml version="1.0" encoding="UTF-8" standalone="no" ?><CFFVerifierReport date="Thu Mar 21 17:46:42 2013" sourceFile="infile_demo3.uvu" sourceSHA1="E1943603EADD16FB08B3478D984E1616172A15E2">
  <Verifier version="0.17"/>
  <Verifier build="08"/>
  <Compliant>NO</Compliant>

  <ConfigurationOptions>
    <configurationFile>decemate.config</configurationFile>
    <streamDirectory>.</streamDirectory>
    <outputDirectory>dumps</outputDirectory>
    <schemaDirectory>C:\vencoders\dece_cff\ElementaryStreams\Subtitles\schemas</schemaDirectory>
    <XMLSchemaNames>md.xsd,mddece-1.0.5.xsd</XMLSchemaNames>
    <debugEnabled>NO</debugEnabled>
    <demultiplexTracks>YES</demultiplexTracks>
    <subtitleParsing>NO</subtitleParsing>
    <videoDTSBitrateValidation>NO</videoDTSBitrateValidation>
    <DCCState>unknown</DCCState>
    <outputKeys>NO</outputKeys>
    <decryptionKeyIDs>
      <key KID="DECAFBAD765432100123456789ABCDEF" value="**redacted**"/>
      <key KID="FEDCBA98765432100123456789ABCDEF" value="**redacted**"/>
    </decryptionKeyIDs>
  </ConfigurationOptions>

  <APID>urn:dece:apid:org:ultraviolet:sample023:uvsample023</APID>

  <Profile>hdv1</Profile>

  <MetadataContentID>dece:cid:ISAN:0000-0001-DE3F-F000-K-F023-F023-E</MetadataContentID>

  <Tracks>
    <Track encrypted="no" height="480" id="1" type="vide" width="854"/>
    <Track channels="2.0" encrypted="no" format="mp4a" id="2" type="soun"/>
    <Track channels="2.0" encrypted="no" format="mp4a" id="3" type="soun"/>
    <Track channels="2.0" encrypted="no" format="mp4a" id="4" type="soun"/>
    <Track encrypted="no" format="Image" id="5" type="subt"/>
    <Track encrypted="no" format="Text" id="6" type="subt"/>
  </Tracks>

  <Schemas>
    <Schema SHA1="F41E3489D952DDE3C9A1FB04C1E4F20CD041C044">md.xsd</Schema>
    <Schema SHA1="00B8E0CAD6D36260808F0B6071390DECD5AC8107">mddece-1.0.5.xsd</Schema>
  </Schemas>

  <ErrorCount>7</ErrorCount>
  <WarningCount>0</WarningCount>

  <ErrorSummary>
    <Error code="AVCE.25" count="2"/>
    <Error code="XML .7" count="1"/>
    <Error code="ainf.1" count="1"/>
    <Error code="trun.12" count="3"/>
  </ErrorSummary>

  <Messages>
    <error error_code="XML .7" file_offset="0" file_offset_hex="0x0" section="4.1.2" specification="Content Metadata Specification v1.0.6">
      <![CDATA[
Media Profile in Required Metadata does not match media profile of container
      Required metadata profile='HD', container profile='hdv1'
    ]]>
</error>
    <error error_code="ainf.1" file_offset="1212" file_offset_hex="0x4bc" section="B.1.2, C.1.2" specification="CFF Media Format v1.0.6">
      <![CDATA[
The profile_version field SHALL be set to a value of s007 or h007
      Profile version: "hdv1"
    ]]>
</error>
    <error error_code="AVCE.25" file_offset="221040" file_offset_hex="0x35f70" section="4.3.4" specification="CFF Media Format v1.0.6">
      <![CDATA[
If the area defined by the width and height fields of the Track Header Box of a video track, sub-sampled to the sample aspect ratio of the encoded picture format, does not completely fill all encoded macroblocks, then the following restrictions shall apply within SPS NAL Units: frame_cropping_flag shall be 1, frame_crop_left_offset and frame_crop_right_offset shall be set such as to crop the horizontal picture to the nearest even integer width that is >= the sub-sampled width of the track, frame_crop_top_offset and frame_crop_bottom_offset shall be set such as to crop the vertical picture to the nearest even integer height that is >= the sub-sampled height of the track
      AVC validation error:
  File: infile_demo3.uvu
  Message: Cropped horizontal picture size (854) does not match subsampled track width (852)

    ]]>
</error>
    <error error_code="AVCE.25" file_offset="221040" file_offset_hex="0x35f70" section="4.3.4" specification="CFF Media Format v1.0.6">
      <![CDATA[
If the area defined by the width and height fields of the Track Header Box of a video track, sub-sampled to the sample aspect ratio of the encoded picture format, does not completely fill all encoded macroblocks, then the following restrictions shall apply within SPS NAL Units: frame_cropping_flag shall be 1, frame_crop_left_offset and frame_crop_right_offset shall be set such as to crop the horizontal picture to the nearest even integer width that is >= the sub-sampled width of the track, frame_crop_top_offset and frame_crop_bottom_offset shall be set such as to crop the vertical picture to the nearest even integer height that is >= the sub-sampled height of the track
      AVC validation error:
  File: infile_demo3.uvu
  Message: Cropped vertical picture size (480) does not match subsampled track width (478)

    ]]>
</error>
    <error error_code="trun.12" file_offset="969043" file_offset_hex="0xec953" section="A.4, A.5, B.4, B.5, C.4, C.5" specification="CFF Media Format v1.0.6">
      <![CDATA[
fragment duration exceeds maximum
      found 4.170833 seconds, expected no more than 3.003000 seconds for 'vide' track
    ]]>
</error>
    <error error_code="trun.12" file_offset="1485535" file_offset_hex="0x16aadf" section="A.4, A.5, B.4, B.5, C.4, C.5" specification="CFF Media Format v1.0.6">
      <![CDATA[
fragment duration exceeds maximum
      found 4.170833 seconds, expected no more than 3.003000 seconds for 'vide' track
    ]]>
</error>
    <error error_code="trun.12" file_offset="1973361" file_offset_hex="0x1e1c71" section="A.4, A.5, B.4, B.5, C.4, C.5" specification="CFF Media Format v1.0.6">
      <![CDATA[
fragment duration exceeds maximum
      found 4.170833 seconds, expected no more than 3.003000 seconds for 'vide' track
    ]]>
</error>
  </Messages>

<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
<ds:DigestValue>+XZBEm2bJK68MKRWJM+JuNkZLUA=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>5l4ZbCfwTtoVNzciTtL5F1tutEo=
</ds:SignatureValue>
<ds:KeyInfo>
<ds:KeyName>decemate production key</ds:KeyName>
</ds:KeyInfo>
</ds:Signature>
</CFFVerifierReport>
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[bookmark: _Toc422500385]Basic Error Types
The table below lists the basic error message types encountered. 
	Error Type
	Description

	AACE
	error parsing AAC elementary stream

	AC3E
	error parsing AC-3 elementary stream

	ASEB
	general error in AudioSampleEntryBox’s (box type = {‘mp4a’, ‘ac-3’, ‘ec-3’, ‘dts*’, ‘mlpa’})

	AVCD
	error in AVC Decoder Configuration record

	AVCE
	error parsing AVC elementary stream

	BOX 
	general error that can occur in numerous boxes, e.g., box is incorrect size

	CMPF
	error in parsing media package

	CRYP
	decryption error

	DESC
	general descriptor error that can occur in numerous descriptors

	DMUX
	demultiplexing error

	DTSE
	error parsing DTS elementary stream

	EC3E
	error parsing E-AC-3 elementary stream

	FILE
	file level error, e.g., DCC header does contain expected boxes

	HDCR
	error in parsing HEVC decoder configuration record

	HEVC
	error parsing HEVC elementary stream

	HRDE
	HEVC Hypothetical Reference Decoder (HRD) model error (e.g., buffer overflow or underflow)

	MLPE
	error parsing MLP elementary stream

	SUBA
	subtitle analyzer found "ANY" media profile when a specific height/width is required for the subtitle.

	SUBT
	error in subtitle handling

	TERM
	generic string termination error

	VSEB
	general error in VisualSampleEntryBox

	XML 
	XML errors concerning XML validation, schema issues, element usage, and data parsing. 
See note below. 

	XMLO
	XML errors and warnings found in Optional Metadata.

	cids
	Content identification descriptor error

	dcds
	AAC audio: decoder configuration descriptor error

	dsds
	AAC audio: decoder specific descriptor error

	esds
	AAC audio: es descriptor error

	exds
	Extension descriptor warning

	kwds
	Keyword descriptor error

	lads
	Language descriptor error

	qsds
	QoS descriptor error

	scds
	Supplemental content identifier descriptor errors

	slds
	AAC audio: sl configuration descriptor error
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Special note regarding XML validation errors: Some error messages can be difficult to interpret. One common example is when a required element is found to be missing. The error message will not state the name of the missing element but rather notify you that the element immediately following the missing one is out of place. In other words, if A is missing, the message might simply indicate that “B is not allowed here” or some similar phrase. So in this situation, look for the missing A. 
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The following table is a listing of boxes (see [Ref01] if an explanation is required). Box names can also appear as errors. For example:
Found 1 instance of error:
Error: base location is malformed; expected [retailersub"."]retailer"."decedomain
  file offset: 572 (0x23c)
  Error: [bloc].9
  spec: CFF System Specification v1.0.6
  section: 8.3.2
  additional info: expected [<retailersub>"."]<retailer>"."<decedomain>, found "baselocation"

	Box
	Full Name

	ainf
	Asset Information

	ac-3
	AC-3 Audio Sample Entry

	avc1
	AVC Sample Entry

	avc3
	AVC Sample Entry

	avcC
	AVC Configuration

	avcn
	AVC NAL Unit Storage

	bloc
	Base Location

	btrt
	mpeg4 Bit Rate

	clap
	Clean Aperture

	coin
	Content Information

	dac3
	AC-3 Specific

	ddts
	DTS Specific

	dec3
	E-AC-3 Specific

	dinf
	Data Information

	dmlp
	MLP Specific

	dref
	Data Reference

	dtsc
	DTS Audio Sample Entry

	dtse
	DTS-HD low bit rate Audio Sample Entry

	dtsh
	DTS-HD with core substream Audio Sample Entry

	dtsl
	DTS-HD Master Audio Audio Sample Entry

	ec-3
	Audio Sample Entry (Enhanced AC-3)

	edts
	Edit

	edsd
	Elementary Stream Descriptor

	elst
	Edit List

	enca
	Encrypted Audio Sample Entry

	encv
	Encrypted Video

	esds
	Elementary Stream Descriptor

	free
	Free Space

	frma
	Original Format

	ftyp
	File Type and Compatibility

	hdlr
	Handler Reference

	hev1
	HEVC Sample

	hvcC
	HEVC Configuration

	idat
	Item Data

	iloc
	Item Location

	imif
	IPMP Info Box

	m4ds
	mpeg4 extension description

	mdat
	Media Data

	mdhd
	Media Header

	mdia
	Media

	mehd
	Movie Extends Header

	meta
	Meta

	mfhd
	Movie Fragment Header

	mfra
	Movie Fragment Random Access

	mfro
	Movie Fragment Random Access Offset

	minf
	Media Information

	mlpa
	MLP Sample Entry

	moof
	Movie Fragment

	moov
	Movie

	mp4a
	MP4A Audio Sample Entry

	mvex
	Movie Extends

	mvhd
	Movie Header

	pasp
	Pixel Aspect Ratio

	pdin
	Progressive Download Info

	pssh
	Protection System Specific Header

	saio
	Sample Auxiliary Information Offsets

	saiz
	Sample Auxiliary Information Sizes

	sbgp
	Sample to Group

	schi
	Scheme Information

	schm
	Scheme Type

	sdtp
	Independent and Disposable Samples

	senc
	Sample Encryption

	sgpd
	Sample Group Description

	sinf
	Protection Scheme Information Box

	smhd
	Sound Media Header

	stbl
	Sample Table

	stco
	Chunk Offset

	sthd
	Subtitle Media Header

	stpp
	Subtitle Sample Entry

	stsc
	Sample to Chunk

	stsd
	Sample Description

	stsl
	Sample Scale

	stss
	Sync Sample

	stsz
	Sample Size

	stts
	Decoding Time To Sample

	stz2
	Sample Size

	subs
	Subsample Information

	tenc
	Track Encryption Box

	tfdt
	Track Fragment Base Media Decode Time

	tfhd
	Track Fragment Header

	tfra
	Track Fragment Random Access

	tkhd
	Track Header

	traf
	Track Fragment

	trak
	Track

	trex
	Track Extends

	trik
	Trick Play

	trun
	Track Fragment Run

	url 
	Data Entry Url

	vmhd
	Video Media Header

	xml 
	XML


[bookmark: _Toc422500404]Table 5‑2 – Boxes Corresponding to Errors
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Fragments in CFF files are required to be ordered by decode times. This section describes which values are used to calculate the decode times used for the ordering of fragments across tracks.
To determine the base media decode time of each fragment, the Verifier sums the durations of the preceding fragments in the track. The fragment durations are computed by 
Summing all the sample_duration values in the fragment (if sample_duration_present is set to true in the trun), or 
Multiplying the trun sample_count of the fragment by the default_sample_duration from the ‘trex’ box (if sample_duration_present is not set to true in the ‘trun’ box)
This value is compared to the value found in the (optional) ‘tfdt’ box. If the values do not match, an error is generated against the ‘tfdt’ value. Although the ‘tfdt’ box is optional, if it is present, its value must be correct.
The Verifier puts this value as "total_fragment_duration" in the box_map.xml file under the trun. The individual sample_duration values are not included in the box_map, as doing so would produce a very large box_map file.
      <box offset="344244"
                size="600"
                type="trun"
                version="0"
                flags="00 0B 05"
                sample_count="48"
                data_offset="728"
                first_sample_flags="0x4002"
                total_fragment_size="10026"
                total_fragment_duration="48048"
                found_track_id="1"
                found_hdlr_type="vide"/>
Note that the edit list values are not a part of this calculation, since those values affect the presentation time only, not the decode times.
If fragments are not placed in the correct order, an error message such as the one below will be generated:
Error: Movie fragments not ordered in sequence based on the decode time of the first sample
  file offset: 0 (0x0)
  Error: [FILE].49
  spec: CFF Media Format v1.0.6
  section: 2.1.3
  additional info: Movie Fragment with Seq. #7 in track 2 has beginning decode time=1.9413; Movie Fragment with Seq. #8 in track 5 has beginning decode time=1.9200
To verify that these values are correct, the values from the box_map.xml file can be used, as shown in the following table.
	Seq
	Track
	Duration (see above)
	Start Decode Time
(sum prev. track frags)
	Timescale (from mdhd)
	Decode Time (sec)
(start decode time/timescale)

	1
	6
	5753748
	0
	24000
	0

	2
	1
	48048
	0
	24000
	0

	3
	2
	93184
	0
	48000
	0

	4
	5
	92160
	0
	48000
	0

	5
	4
	94208
	0
	48000
	0

	6
	3
	93184
	0
	48000
	0

	7
	2
	96256
	93184
	48000
	1.941333333

	8
	5
	96768
	92160
	48000
	1.92


[bookmark: _Ref349651299][bookmark: _Toc422500388]Subtitle Timing and Frame Alignment
The Verifier resolves subtitle display times to a specific video frame to determine event start and end times. These times are calculated per the formula in section 6.3 of [Ref01]. Quoting from that section:
“CFF-TT is designed to synchronize with video at the video frame level - that is, Subtitle Events (see Section 6.6) will first be displayed on a specific frame of video on the video frame grid and will be removed on a specific frame of video on the video frame grid.”
This means that the distance between two time representations may be shorter than an author would expect. 
Some time representations that would appear to point to different frames actually point to the same frame. For example, when using a typical non-integer frame rate such as 24000/1001, the time representations 00:00:41:23 and 00:00:42:00 resolve to the same frame number (1007). This may cause issues if an author expects to have five frames in which to render content, but because two of the time representations point to the same frame, there are only four frames of time in which to render the subtitle.
[image: ]
[bookmark: _Toc422500411]Figure 6: Sample Subtitle Timing Distances
The table below shows a number of examples of the mapping of time representations to ticks.


[bookmark: _Toc422500405]Table 7‑1 – Examples of Mapping Time to Ticks
The first line shows that the timestamp 00:04:58.208 maps to frame number 7150, tick number 7157150. 
The last two lines show that 00:00:41:23 and 00:00:42:00 map to the same frame number.

Appendix A [bookmark: _Toc422500389]	Copyrights, Licenses, and Notices
This appendix lists copyrights, licenses, and notices applicable to certain software components incorporated into the CFF Verifier.
[bookmark: _Toc422500390]Apache Santuario XML-Security-C Library
Copyright 2010-2011 The Apache Software Foundation
This product includes software developed at The Apache Software Foundation (http://www.apache.org/).
This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/).
This product also includes software developed, copyrighted, and contributed by The Ohio State University.
[bookmark: _Toc422500391]Apache
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.
“License” shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 1 through 9 of this document.
“Licensor” shall mean the copyright owner or entity authorized by the copyright owner that is granting the License.
“Legal Entity” shall mean the union of the acting entity and all other entities that control, are controlled by, or are under common control with that entity. For the purposes of this definition, “control” means (i) the power, direct or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.
“You” (or “Your”) shall mean an individual or Legal Entity exercising permissions granted by this License.
“Source” form shall mean the preferred form for making modifications, including but not limited to software source code, documentation source, and configuration files.
“Object” form shall mean any form resulting from mechanical transformation or translation of a Source form, including but not limited to compiled object code, generated documentation, and conversions to other media types.
“Work” shall mean the work of authorship, whether in Source or Object form, made available under the License, as indicated by a copyright notice that is included in or attached to the work (an example is provided in the Appendix below).
“Derivative Works” shall mean any work, whether in Source or Object form, that is based on (or derived from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work and Derivative Works thereof.
“Contribution” shall mean any work of authorship, including the original version of the Work and any modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition, “submitted” means any form of electronic, verbal, or written communication sent to the Licensor or its representatives, including but not limited to communication on electronic mailing lists, source code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and improving the Work, but excluding communication that is conspicuously marked or otherwise designated in writing by the copyright owner as “Not a Contribution.”
“Contributor” shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has been received by Licensor and subsequently incorporated within the Work.
2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work and such Derivative Works in Source or Object form.
3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where such license applies only to those patent claims licensable by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes direct or contributory patent infringement, then any patent licenses granted to You under this License for that Work shall terminate as of the date such litigation is filed.
4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in any medium, with or without modifications, and in Source or Object form, provided that You meet the following conditions:
(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and
(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, trademark, and attribution notices from the Source form of the Work, excluding those notices that do not pertain to any part of the Derivative Works; and
(d) If the Work includes a “NOTICE” text file as part of its distribution, then any Derivative Works that You distribute must include a readable copy of the attribution notices contained within such NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the following places: within a NOTICE text file distributed as part of the Derivative Works; within the Source form or documentation, if provided along with the Derivative Works; or, within a display generated by the Derivative Works, if and wherever such third-party notices normally appear. The contents of the NOTICE file are for informational purposes only and do not modify the License. You may add Your own attribution notices within Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot be construed as modifying the License.
You may add Your own copyright statement to Your modifications and may provide additional or different license terms and conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions stated in this License.
5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of this License, without any additional terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the terms of any separate license agreement you may have executed with Licensor regarding such Contributions.
6. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or product names of the Licensor, except as required for reasonable and customary use in describing the origin of the Work and reproducing the content of the NOTICE file.
7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work (and each Contributor provides its Contributions) on an “AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work and assume any risks associated with Your exercise of permissions under this License.
8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or consequential damages of any character arising as a result of this License or out of the use or inability to use the Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if such Contributor has been advised of the possibility of such damages.
9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other liability obligations and/or rights consistent with this License. However, in accepting such obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any such warranty or additional liability.
[bookmark: _Toc422500392]ttmath Library
Copyright (c) 2006-2012, Tomasz Sowa
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:
* Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer. 
* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or other materials provided with the distribution. 
* Neither the name Tomasz Sowa nor the names of contributors to this project may be used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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